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The plaintiff says:

Parties and aggrieved individual

1. The plaintiff's statutory responsibilities include bringing proceedings
under the Privacy Act 1993 (the Act).

2. The defendant operates the website "Whale Oil Beef Hooked", which
has the domain name whaleoil.co.nz.

3. The Domain Name Commission record for whaleoil.co.nz lists the
defendant as the Registrant Contact Name, Admin Contact Name and
Technical Contact Name.

4. The defendant also has accounts with a number of websites which
allow documents to be uploaded, including:

a. www.scribd.com

b. www.docshut.com

c. www.slashdocs.com

5. The defendant is an agency pursuant to s 2 of the Act.

6. The individual who is aggrieved by the actions of the defendant is
Matthew Blomfield, a business consultant who lives in Auckland.

Relevant provisions of the Privacy Act 1993

7. The defendant has contravened the following provisions of the Act:

a. Information Privacy Principle 11.

b. Section 66.

The facts of the case

8. Mr Blomfield owns a Western Digital 2 terabyte external hard drive,
which he previously used to back up information from his main
computer (the Western Digital hard drive).

9. The Western Digital hard drive contained a large number of
documents with personal information about Mr Blomfield.

10. On or before May 2012 and without Mr Blomfield's consent, the
Western Digital hard drive came into the defendant's possession.
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11. The Western Digital hard drive was returned to Mr Blomfield on or
about January 2013.

12. Between approximately 1 May 2012 and 7 October 2012, the
defendant disclosed at least 46 documents containing personal
information about Mr Blomfield on the websites referred to in
paragraphs 2 to 4 above. Annexed to this Statement of Claim is a
table which provides details of those disclosures.

13. In summary, the disclosures were as follows:

a. On at least four occasions between 14 May 2012 and 25 May
2012, the defendant disclosed documents containing personal
information about Mr Blomfield on the website docshut.com.

b. On at least 22 occasions between 6 May 2012 and 7 October
2012, the defendant disclosed documents containing personal
information about Mr Blomfield on the website scribd.com.

c. On at least 11 occasions between 6 May 2012 and 10 July 2012,
the defendant disclosed documents containing personal
information about Mr Blomfield on the website slashdocs.com.

d. On at least 25 occasions between 1 May 2012 and 6 June 2012,
the defendant disclosed documents containing personal
information about Mr Blomfield on the website whaleoil.com.

14. The documents referred to in paragraphs 12 and 13 above included:

emails between Mr Blomfield and business associates;
correspondence between lawyers and Mr Blomfield; bank statements
showing payments to Mr Blomfield; a police adult diversion scheme
form for Mr Blomfield and photos of Mr Blomfield.

Complaint to the Privacy Commissioner

15. On or about 19 December 2012, Mr Blomfield complained to the
Privacy Commissioner about the defendant's actions.

16. The Privacy Commissioner has carried out an investigation in relation
to the matters covered by this claim. A copy of the Privacy
Commissioner's Certificate of Investigation is attached to this
statement of claim.

17. On or about 22 May 2013, Katrine Evans, Assistant Commissioner
(Legal and Policy), wrote to the plaintiff advising that the Office of the
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Privacy Commissioner had formed the final opinion that the defendant
had interfered with Mr Blomfield's privacy and that the matter was
being referred to the plaintiff to decide whether to institute proceedings
against the defendant.

18. The plaintiff has given the defendant an opportunity to be heard.

19. The plaintiff has decided to bring these proceedings pursuant to s
82(2) of the Act.

Interference with Privacy

20. The defendant disclosed personal information it held about Mr
Blomfield to the world at large by uploading them on the websites
listed in paragraphs 2 to 4 above.

21. The defendant did not have reasonable grounds to believe that:

a. The disclosure of Mr Blomfield's personal information was one of
the purposes in connection with which the information was
obtained, or was directly related to the purposes in connection
with which the information was obtained; or

b. The source of Mr Blomfield's personal information was a publicly
available publication; or

c. The disclosure was to Mr Blomfield; or

d. The disclosure was authorised by Mr Blomfield; or

e. Non-compliance was necessary to avoid prejudice to the
maintenance of the law by a public sector agency; or for the
enforcement of a law imposing a pecuniary penalty; or for the
protection of the public revenue; or for the conduct of proceedings
before any court or tribunal; or

f. The disclosure was necessary to prevent or lessen a serious and
imminent threat to public health or public safety or to the life or
health of Mr Blomfield or another individual; or

g. The disclosure of Mr Blomfield's personal information was
necessary to facilitate the sale or other disposition of a business
as a going concern; or

h. The information was to be used in a form in which Mr Blomfield
could not be identified or was to be used for statistical or research
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purposes and would not be published in a form that could be
reasonably expected to identify Mr Blomfield; or

I. The disclosure of the information was in accordance with an
authority granted under s 54 of the Privacy Act.

22. The defendant has thereby breached Information Privacy Principle 11.

23. The defendant's breach of Information Privacy Principle 11 has
resulted in Mr Blomfield experiencing significant humiliation, significant
loss of dignity and significant injury to his feelings, including:

a. Feeling as if he no longer has any privacy;

b. Having difficulty sleeping;

c. Feelings of paranoia;

d. Being anxious and worried at what further personal information
might be disclosed about him by the defendant;

e. Being concerned about his family's personal safety and needing to
increase home security measures;

f. Feeling that he has been unable to adequately protect his family;

g. Losing confidence in himself;

h. Negative effects on his business and personal relationships; and

I. Receiving unwelcome and offensive text messages from third
persons.

24. Accordingly, the defendant has interfered with the Mr Blomfield's
privacy in contravention of the following provisions of the Act:

a. Information Privacy Principle 11.

b. Section 66(1).

Orders sought

At a date and time to be fixed by the Chairperson of the Human Rights
Review Tribunal the plaintiff will ask the Tribunal to make the following
orders:

1. A declaration that the defendant has interfered with the aggrieved
person's privacy: s 85(1)(a).
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2. An order restraining the defendant from further disclosing any
personal information about the aggrieved person: s 85(1 )(b).

3. Damages for humiliation, loss of dignity and injury to the feelings of
the aggrieved person in such sum as the Tribunal considers
appropriate: ss 85(1)(c) and 88(1)(c).

4. An order requiring the defendant to remove all personal information
about the aggrieved person that he has disclosed online: s 85(1)(d).

5. An order requiring the defendant to attend an "Introduction to the
Privacy Act" workshop run by the Office of the Privacy
Commissioner, at the defendant's expense: s 85(1 )(e).

6. The costs of these proceedings: s 85(2).

Dated: December 2013

Robert Kee
Director of Human Rights Proceedings

This statement of claim is filed by Robert William Kee, the Director of
Human Rights Proceedings. The address for service of the plaintiff is the
Office of Human Rights Proceedings, Level 3, Zurich House, 21 Queen
Street, City, Auckland.

Documents for service may be left at that address for service or may be:

(a) Posted to: The Office of Human Rights Proceedings, PO Box 6751,
Wellesley Street, Auckland.

(b) Transmitted by email to:ohrp@ohrp.org.nz
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Privacy Commissioner
Te Mana Matapono Matatapu

Certificate of Investigation
for Human Rights Review Tribunal

Complainant Matthew Blomfield (Our Ref: C/25057)

Respondent Cameron Slater (Whaleoil)

Mr Blomfield complained that Mr Slater disclosed a
Matters investigated large amount of personal information about him on the

Whaleoil blog and on the website Scribd.com.

Principle(s) applied Principle 11 of the Privacy Act

Commissioner's opinion:

- application of Breach of principle 11principle(s)

- adverse Complaint has substance. Settlement not entertained
consequences by the parties.

- interference with
privacy

( n fl1Pl

U~..~, ~Jahive

C/25057fA316643


